Change Management

Stop bringing your business processes down because of im-
proper and unauthorized changes!

Mark Thomas, Escoute Consulting, LLC

Growing Infrastructure Complexity

Business and IT systems today have reached an all-time
high with respect to complexity. IT organizations are re-
sponsible for these systems which must work together to
manage information and processes. Therefore, changes in
these various systems can potentially affect every part of a
business operation, posing various degrees of risk to the
enterprise. With this increase in complexity, comes the
added bonus of having to manage all of these great tech-
nologies. According to research conducted by Escoute
Consulting, improper or uncoordinated production
changes are the cause of over 50% of infrastructure out-
ages. A company’s
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) ] operational effectiveness allowing
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tives. This means that organizations today, both big and
small, must start taking a hard look at how changes are
made in production systems. Having these strong internal
change controls provide management and auditors the
confidence and supporting evidence that proper measures
are employed and effective. While planned, authorized
changes have obvious benefits, unknown or unauthorized
changes can result in serious negative impact to IT and
business systems and processes.

Today, change management is more than just a good idea;
it is a business imperative in order to stay operational.
Changes to the infrastructure must be controlled to miti-
gate the challenges introduced to the complexities men-
tioned above. Furthermore, these controls are fast becom-

ing requirements for many organizations and sectors. One
form of control is developing change management proc-
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esses. Without these, companies can experi-
ence a multitude of challenges. Some include:
Control deficiencies resulting in deficient audit
findings, fines, and other measures; Service ou
ages, unplanned work, and delayed delivery of str
tegic projects resulting from unauthorized and un-
documented changes; and Increased risk and se
rity vulnerabilities resulting in a lack of confidence
in security and data integrity

So Why all the Buzz about ITIL?

One thing that many successful IT organiza-
tions realize is that no one standard will give
you everything you need. More and more or-
ganizations are adopting the concepts set forth
in the IT Infrastructure Library, or ITIL, which
puts a framework around IT practices and
aligns them with business strategy. Devel-
oped by the United Kingdom’s Office of Gov-
ernment Commerce (OGC), ITIL is currently
the only comprehensive, non-proprietary,
publicly available guidance for IT Service
Management (ITSM). ITIL describes an inte-
grated, process based, best practice framework
for managing IT services and has become a
world-wide de facto standard in Service Man-
agement. ITIL compliant practices efficiently
deliver quality cost conscience IT services that
your business expects. In simple terms, ITIL
helps your IT shop provide better service to
the business.

Requests for Change

One key process which plays an integral role
in the ITIL framework is Change Manage-
ment. There are a lot of definitions of what
change management is, so for the purposes of
this paper, let's define it as the process which
ensures that all changes to configuration items
in the various technical systems are assessed,

approved, implemented, and reviewed in a con-
trolled manner.

This process begins when
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The Change Management Process require the alignment to a

company’s change proc-
ess. These are typically pre-approved routine
tasks that are clearly defined, so it does not re-
quire the full change management process and
can usually be handled as service requests under
another ITIL process.

Critical characteristics of the change management
process include tracking changes, assessing re-
source requirements, evaluating the risk and im-
pact of changes, and assessing additional business
concerns like financial impacts. In that light, it is
important not to let the change management proc-
ess become an obstacle, rather an effective tool
and change enabler.
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Use a proven methodology using industry best practices when implementing your

Change Management based on ITIL fundamentals.

>

Processes

sider the following
questions: Did the
change accomplish

Develop

Implement

Tools

Assess D Scope D Conduct
Maturity Project Training
Have an outside Bazed on the results Determine key players
organization provide of the assessment, and get them trained
you a non-bizsed determine the best by a certified training
evaluation of your approach to organization in order
SEMICE Management implementing an ITIL toincrease
maturity based change stakeholder buy-in and
management process team knowledge

The Change Advisory Board

A key component to this process is the Change
Advisory Board, or the CAB for short. The

CAB meets on a regular basis to assess, priori-
tize and approve changes. The members of the
CAB may
(meeting chair), release management, incident

include the change manager
and problem management, systems manage-
ment, operations management, relevant appli-
cation development teams, and business and
user representatives. The membership of the
CAB may vary depending upon the change it
is being called to consider and is typically
known well in advance who is attending. In

addition to the CAB an emergency committee
should be appointed that considers urgent
changes that cannot wait for the next CAB
meeting.

After the change has been implemented a post
implementation review (PIR) should be per-
formed to evaluate the change. It should con-

Use the ITIL best Once you have the the desired objec-
practices framework people and processes . s
to develop, document. T R tive? Is the cus-
and measure your key select an appropriate fefi
i it D e tomer  satisfied
processes requirements with the results?
Were there any
unintended side

effects? Was the change accomplished on time and
within the budget? If the change was made to a
system that is only used occasionally, a couple of
months may need to elapse before it can be prop-
erly evaluated. Reports should be produced to
evaluate the performance of the change manage-
ment process over time and drive continuous im-
provements. The CAB should review the change
management process at least once per quarter to
determine whether the process is on track, and
look for areas that can be improved.

Need help?

Don't hesitate to ask for outside assistance. Many
consulting organizations offer excellent advice at
competitive rates. Escoute Consulting provides
premiere IT Service Management consulting ser-
vices. We are not constrained by various vendor
agreements and alliances - we are truly independ-
ent and objective. We are trained in the ITIL best
practices framework and use ITIL as a guide to

helping you solve your technical challenges.

Mark Thomas is the President of Escoute Consulting, LLC and has over 16
years experience in leadership and technical positions in various industry and
consulting organizations. Mark can be reached at mark@escoute.com.
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